
Learning 
Python

PYTHON IS ONE OF THE MOST LOVED PROGRAMMING 
LANGUAGES BY DEVELOPERS, DATA SCIENTISTS, 
SOFTWARE ENGINEERS, AND EVEN HACKERS BECAUSE 
OF ITS VERSATILITY, FLEXIBILITY, AND OBJECT-ORIENTED 
FEATURES. ... ALTHOUGH IT'S A HIGH-LEVEL 
LANGUAGE AND CAN DO COMPLEX TASKS, PYTHON
IS EASY TO LEARN AND HAS A CLEAN SYNTAX.



Why learn python?

• Learning a new language makes you a better 
programmer

• The software engineering concepts are the same for 
different programming languages which means learning a 
new one will help reinforce important ideas required to be 
a good software developer

• Versatility
• The second most used programming language in the 

world.



Python learning journey

• I started my journey learning python by doing a course on 
Python fundamentals on Udemy.

• I extended my learning by completing a course on Python 
for Finance and investment fundamentals & data 
analytics

• I then did a course on AI and completed a project of a 
self driving car on Python

• My final goal is to use python for web security and cyber 
security and write about 20 small programs in Python to 
round of my knowledge of Python.



Why Python for finanace

• Python is a very popular language used by financial 
companies and their software.

• FDM Group has a lot of finance related clients.
• A good way to start because Finance is generally 

mathematical equations, so it is a good way to learn 
Python Syntax as you don’t have to worry too much about 
complicated logic.



Examples of my financial work in 
Python

• Security Risk
• Portfolio Risk
• Diversifiable Risk
• Indices Rate of Return
• Convariance & Correlation
• Sharpe Ratio
• Markowitz Portfolio Optimization
• Expected returns of stock
• Monte Carlo simulations



What I learned

• Python Syntax
• Indentation is very important in Python
• Jupyter
• Pandas library
• Numpy library
• How to calculate various financial risks
• How to compare financial portfolios
• Markowitz
• Monte Carlo
• How to calculate returns of stock
• Convariance & Correlation



Why Python for AI

• Python is widely used for AI by companies like Tesla to 
create self driving cars and more.

• AI is important for any technical person to know about.
• AI will require some deeper and more complicated logic 

to implement and train.



What I learned

• Pytorch library
• Kivy library
• Anaconda
• Spyder
• Q-Learning
• Deep Q-Learning
• Deep Convolutional Q-Learning Inuition
• Neural Networks
• How to create an AI that learns how to drive a simple car in 

vector space



Python for web security/cyber security

• Python is widely used for cyber security.
• Security is one of the biggest problems in technology industries 

today.
• Securiy is very important for financial related technology.
• Secutiy is very important for government related technology. 
• Cyber security-based programs are rigorous and complex, this 

will help me round off my Python knowledge by creating 
multiple programs in Python.

• A great revision for UNIX security related programs make heavy 
use of UNIX/LINUX



Creating a custom MAC address 
changer

To begin my journey in learning cyber security with python I 
created a MAC address changer.
A Media Access Control address changer will change the 
MAC address of the target IP address and this will make the 
target identify as a different device.

This can be used for device authentication, to get through 
MAC address filters and device tracking.



MAC changer Notice the change in the MAC address of the 
highlighted ether network.



What I learned

• Varibles & Strings in python.
• Handling User Input in python.
• Handling Command-line arguments.
• Initialising variables based on command line arguments.
• Python functions.
• Returning values from functions.
• What a MAC address is and how to create one.



Creating a network scanner

Network scanners are used to find available network 
services, it involves detectiving active hosts and mapping 
them to their IP addresses and MAC addresses.
This is an important tool for technical support, administration 
and penetration testing.
Although many premade network scanners already exist, I 
have decided to create one from scratch to understand 
how they work.



Network scanner Notice all the IP’s and MAC Addresses listed in 
the highlighted area.



What I learned

• How a network scanner works
• Sending and recieveing packets
• Iterating over lists in Python
• Analysing packets
• Dictionaries in Python
• Iterating over nested data structures in Python



Creating an ARP Spoofer

An ARP Spoofer redirects the flow of packets, this means a 
malicious hacker can use it to become the middle-man 
between a victim’s device and their router, this means 
packets will be received by the middle-man before they 
reach the victim’s device or their router.
This is a very powerful tool and it is important to know how it 
works to defend against it.
I have decided to create an ARP Spoofer from scratch to 
understand how they work and the best ways to defend 
against them.



How it works
• Address Resolution Protocol is used to identify clients on their network.
• Each device will have an ARP table which links IP addresses on the same network 

with their MAC addresses.

• Clients connect with eachother on the same network with their MAC address.

• Any time a machine needs to sent a request to the internet, it will direct the 
request to the MAC address that is assosciated with the IP of the router.

• The Address Resolution Protocol can be exploited by an attacker who sends two 
ARP responses, one to the gateway and one to the victim, essentially telling the 
gateway that the attacker is the victim and vice versa.

• Clients can receive responses without sending requests. 

• The points above allow an attacker to place themselves in between a victim on 
their gateway, receiving all data before either as they communicate.



ARP Spoofer Notice the difference between the Physical address of IP 
10.0.2.1 in the first and second print of it’s interface.



What I learned

• What an ARP Spoofer is and how it works
• Loops in Python
• Counters in Python
• Exception Handling in Python
• Dynamic printing in Python
• Creating ARP Responses
• Sending ARP Responses



Packet sniffer

Used in conjuction with ARP Spoofer’s, packet sniffers can 
read packets which will allow the inspection of URL’s, 
passwords, images and all data a user will input and 
receive to and from the internet.

I decided to build my own packet sniffer to understand 
how these types of tools work.



Packet sniffer
Notice how packets can be filtered for keywords such 
as passwords and usernames and display them in the 
highlighted section.



What I learned

• Scapy library.
• Extracting data from specific layers using scapy.
• Analysing and extracting fields from layers using regex.
• How to capture data from any computer connected to 

the same network.
• Strings and Bytes in Python 3 (How to convert programs 

from Python 2 to Python 3.



DNS Spoofer

Servers are just computers with a lot of resources which are tuned to work a little 
different, a typical website like google is just a computer with certain files installed, 
one of these files will be a web server.
Users send requests like www.google.com to a computer designed to resolve 
domain names into IP addresses, the DNS server will have a table with a number of 
domains nd once it links the request to an IP address it will send the response back 
to the user telling the user that www.google.com is located at the appropiate IP 
address essentially linking the user's computer to googles computer.

Since it is possible to place onself in between a users computer and gateway to 
have packets flow through oneselves own computer, packet flow can be 
controlled and DNS requests can be hijacked. An attacker can serve their own IP 
address as a response, essentially delivering any website instead of the requested 
one.



Why create a DNS Spoofer

• Know how to defend against it.
• Learn how to convert ordinary packets into Scapy 

packets.
• Learn about DNS and how it works.
• Learn how to analyse and create custom DNS responses.



DNS Spoofer

IP is 204.15.135.8

IP is now 10.0.2.15

This domain name server has been spoofed to direct to my own server 
which is just my computer, I can therefore deliver any type of data I want 
to the user.



DNS Spoofer

In conjuction with an 
ARP Spoofer, the DNS 
spoofer can be used on 
a remote Windows 
computer and in this 
case I have delievered 
that computer a special 
Hook link embedded in 
the html page stored on 
my computer which 
allows me to take full 
control of the remote 
Windows computer and 
use it as a zombie.



What I learned

• Regex substringing
• Converting packets
• Modifying packets on the fly
• DNS



File intercepter

Used to intercept downloads and redirect the download to 
any other download.
This is a serious attack as any download a victim may start 
could be replaced with a malcious download such as a 
backdoor, keylogger or credential harvester.
File interception can be achieved after ARP spoofing is 
accomplished and works in a similar fashion to DNS 
Spoofing, the main difference is that different layers of 
packets are modified.



File interceptor
Working in a similar fashion to DNS spoofing, I have replaced the download for LDPlayer to a 
completely different download, in this case it’s winrar, but it can again be a file on my own 
computer such as a Trojan credential scanner.



What i learned

• Python list manipulation
• Analysing HTTP Requests
• Intercepting HTTP Requests
• Modifying HTTP Requests
• Filtering Traffic of Ports



Code injector

• Injects html and javascript code into a website.
• Directly modifies the raw layer of packets.
• HTML code lives in the raw layer.
• Uses BeEF (Browser exploitation framework) to run a 

number of different attacks.



Code injector
I have injected a hook into the RAW layer of my windows machines packets and have turned it 
into a slave using BeEF. The hook is the highlighted line and BeEF is on the left where you can 
see a very rich number of things you can make that computer do like turn on the webcam.



What I learned

• How to use BeEF
• Manipulating RAW layer of packets
• Javascript & HTTP Code injections
• Content length on websites and how to manipulate it



Bypassing HTTPS

• Uses ssl strip which runs on port 10000
• Redirect all packets going to my computer to port 10000
• Luckily, a lot of important websites are now moving to HSTS 

and there is no widely known method to bypass HTST (HTTP 
Strict Transport Security) 



Bypassing HTTPS

In this example, using ssl strip, I can sniff packets from my own email on my windows 
computer through my packet sniffer program on my unix computer.

Using ssl strip 
and changing 
some options in 
my iptables, I 
can use most of 
the programs I 
created such 
as the code 
injector and 
download 
replacer, on 
HTTPS websites



ARP Spoof detector

• Detects if you are being ARP spoofed
• This program defends you from every attack I have 

spoken about
• It works by verifying if a certain IP has a matching MAC 

address, if it does, that IP is safe.
• If a MAC address for a certain IP has changed, the ARP 

Spoof Detector will notify the programs user.
• I modified my ARP Spoofer into a ARP Spoof Detector.



ARP Spoof detector

Here I am spoofing 
my Linux computer 
from my Windows 
computer and 
detecting the spoof 
with my ARP spoof 
detector.



Execute command script

• Allows me to execute commands on any operating 
system.

• Generally completely takes control of any computer.



Executing netsh wlan on any OS

By executing certain commands a lot of information 
can be gathered, in this case I have emailed myself 
the WIFI password from my virtual windows machine 
that I practise attacking.



What I learned

• What HTTP is and how it works
• What HTST is
• How to use SSL strip



What I learned overall

• How to set up and efficiently use multiple virtual machines

• Terminator

• Kali

• Pyrcharm

• Python

• AI fundemantals

• Cyber security fundamentals

• Increased LINUX/UNIX skills



To be continued

• Cyber security and python are very deep subjects and I 
could spend the rest of my life studying and documenting 
my learnings regarding them but due to multiple new 
projects I am working on and other responsibilities such as 
full time employement and family I shall take a pause in 
my cyber security studies.
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